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Maintaining robustness is a key challenge for present and future air transportation. The
analysis of network robustness is a time-demanding task, whose complexity increases with
the size of networks. Accordingly, network attacks are often built on network metrics, for
instance, attacking the nodes in decreasing order of their degree or betweenness. Albeit the
results can be insightful, there is no guarantee regarding the quality or optimality of these
attacks.

In this paper, we propose a new exploration/exploitation search technique for a com-
putationally efficient attacking model, adapted from general game playing. We propose an
incremental solution for the efficient computation of robustness measures, by exploiting the
network similarity before and after executing an attack, and thus, avoiding redundant com-
putations. We define four tasks in the attacking model: Static attack, interactive attack,
dynamic attack, and finding the best attack. The analysis of real-world air transportation
networks reveals that commonly used network metric-based attacking strategies are already
suboptimal for short attacks of length two. Our computationally efficient attacking model
contributes to scalable analysis of robustness, not only for air transportation, but networks
in general.

Keywords: Network robustness, attacking strategy, scalable analysis, air transportation

1. Introduction

Air transportation systems, like all safety-critical systems, require to achieve the highest
fault tolerance (Freeman, Seiler, and Balas 2013; Zhang et al. 2011; European Com-
mission 2011; Lee, Yoo, and Park 2014), since disruptions can lead to huge economic
losses (Ball et al. 2006; Sheu and Pan 2015). For instance, due to an overnight snow-
storm on March 12, 2013, Frankfurt airport was closed and airlines cancelled about 700
flights (Reuters 2014). Intuitively, one might think, that air transportation networks are
much more flexible than physical networks and therefore robustness analysis is not of
major importance, because links (flights) can appear and disappear all the time (Zhang
et al. 2010; Sun, Wandelt, and Linke 2015). Especially for short term events, such as
thunderstorms, it is very likely that airlines may add new links into the system. How-
ever, it is a long process to establish a new route for an airline in most cases, taking
into account several factors, such as market demand forecasting (Macintosh and Wallace
2009), competitor analysis (Adler and Smilowitz 2007), aircraft capacity planning (Berge
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and Hopperstad 1993), and passenger spill model (Hsiao and Hansen 2011). In the next
step, flight time, aircraft type, and flight frequency of the new route are decided. The
establishment of a new route is a very complicated process and it usually takes months
to go through all necessary procedures. More importantly, it also takes long time and
is costly to get the approval for slot times at origin and destination airports, especially
for international routes (De Wit and Burghouwt 2008; Verhoef 2010). Thus, analyzing
robustness is critical and challenging for future air transportation. While it is difficult to
attack several (large) airports at the same time, it is interesting to see the effect on the
network. For instance, who would have expected that a volcano can disable the traffic
over half Europe, before it actually happened in 2010? Therefore, the analysis of theo-
retical robustness against attacks on multiple airports has its merits, although putting
such attacks into practice takes a lot of effort.

Several techniques for analysing robustness of air transportation networks against node
attacks have been proposed recently (Lordan et al. 2014b,a; Wang et al. 2014; Marzuoli
et al. 2014; Bing 2014; Woolley-Meza et al. 2013; Jahanpour et al. 2013; Frohn 2012;
Wuellner et al. 2010; Zheng et al. 2011). Most of these techniques perform either random
attacks or they attack nodes in the network using a given network metric as a guiding
strategy. Using network metrics is particularly interesting, because they are fast to be
computed for large transportation networks (Sun and Wandelt 2014). Examples for such
network metrics are degree (the number of incoming/outgoing links) or betweenness
(the centrality of a node according to on how many shortest paths it is located). We
summarize these related works in Table 1. Note that Woolley-Meza et al. (2013) also
considered the closure of airports based on spatial distance from a given epicenter. The
flux is defined as the total number of passengers travelling through one airport node.
Furthermore, Woolley-Meza et al. (2013) attack airports restricted on control groups,
in order to compare the effect of centrality metrics to real air transportation disasters.
In (Jahanpour et al. 2013), two types of attacking strategies based on closeness were
analyzed: reciprocal closeness and complement-derived closeness; all attacking strategies
were compared to the locally optimal solution, which removes nodes to minimize the
network performance at each step. In addition to the three node based attacks, random
edge deletion was also studied in (Wuellner et al. 2010).

One limitation with network metrics as a strategy is that these metrics rank nodes
according to properties derived from the underlying network structure. So, one can answer
a question like ”If the nodes are in descending order of betweenness, how robust is
the network after each step of an attack”. Here, each step of an attack corresponds to
disabling one node in the network. The answer can be insightful, but there is no guarantee
on the quality of the attack: The robustness often depends on the choice of the metric.

Very recent contributions, particularly the work from Lordan et al. (2014b), apply
a whole set of network metrics and compare the resulting attacks. However, this does
not solve the fundamental problem at hand. What if there exists an even better attack
based on another network metric or a strategy which is not based on any known network
metric? In fact, there is no proof that the robustness-induced importance of a node,
which is very intricate when considering complex rerouting, correlates perfectly with
any standard network metric. This problem has drawn little attention so far. Similarly,
using random attacks on a network gives no guarantee on finding good (or even optimal)
attacks. Computing an optimal network attack, on the other hand, is computationally
hard: The time complexity for Depth-First Search (DFS) increases exponentially with
the length of an attack and is intractable even for short attacks in large networks.

In this research, we propose an attacking model for air transportation networks with
two layers: Physical and intentional, in order to model the actual connection routes
and the intention of passengers travelling from their origins to destinations, respectively.
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Table 1. Overview on recent research regarding robustness in (air) transportation networks. For each literature
entry we show the exploited attacking strategies, denoted with

√
. Unused strategies are marked with −.
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–
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–
Targeted attacks

Degree
√ √ √ √ √ √ √ √ √ √

Betweenness
√ √

– –
√ √ √ √ √ √

Bonacich power
√

– – – – – – – – –
Closeness – – – – – –

√
– –

√

Damage
√

–
√

– – – – – – –
Distance strength – – –
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– – – – – –

Eigenvector –
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– – – –
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– – –
Flux – – – – –
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– – – –

Modal analysis
√

– – – – – – – – –
Pagerank –
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– – – – – – – –

Strength – – –
√

– – – – – –
Outreach – – –

√
– – – – – –

We develop a Monte-Carlo Tree Search (MCTS) algorithm to find attacking strategies
efficiently, rather than relying on network metric-based attacking strategies. In order to
increase scalability of our algorithm, we propose a solution for the efficient incremental
computation of robustness measures, by exploiting the network similarity before and
after executing each step of an attack. A preliminary evaluation of our attacking model
is conducted on four real-world air transportation networks.

In this study, we discuss the robustness of air transportation networks in single mode
only. In the multi-modal case, passengers can connect to other airports by additional
means of transportation, for instance, using train or bus connections. Furthermore, we
assume that airports are removed completely as a result of an attack. This is the worst-
case scenario, since we did not consider any capacity reduction of attacked nodes. In order
to consider the capacity constraints, we have to solve the so-called multi-commodity flow
problem (Ozdaglar and Bertsekas 2004). The multi-commodity flow problem is MAX
NP-hard for undirected graphs (Goemans and Williamson 1997), which means that for
each step of each attack (exponentially many, see Section 4), we would have to solve an
MAX NP-hard problem, which is intractable with today’s computing systems.

Our major contributions are summarized as follows:

(1) We propose a new exploration/exploitation search heuristic technique for a com-
putationally efficient attacking model, adapted from general game playing.

(2) We devise optimization techniques for incremental computation of robustness mea-
sures, by exploiting the network similarity before and after executing an attack, in
order to increase scalability of our attacking model with the network size.

(3) We define and implement four tasks in the attacking model: Static attack (compute
a certain network metric for a given network), interactive attack (recompute a
certain network metric after each attack), dynamic attack (by adaptively changing
the attacking strategy which can yield the highest damage to the network after each
attack), and find the best attack (by exploring all possible sequences of attacks).
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(4) The evaluation on four real-world air transportation networks shows that our
heuristic-based attacking strategies are often optimal, while consuming order of
magnitudes less computation time than the guaranteed-to-be optimal method. At-
tacks based on network metrics are often not optimal, even for very short attacks.

This paper is structured as follows. First, Section 2 reviews the state-of-the-art of
robustness analysis for air transportation networks. In Section 3, we define the theoretical
foundations for analyzing network robustness. Section 4 develops an efficient technique
for designing network attacks based on general game playing. We perform an evaluation
on four real-world air transportation networks in Section 5. The paper is concluded in
Section 6.

2. Literature review

Several research has been conducted on the robustness of airport (airline flight) net-
works. A methodology based on the simulation of attacks using different criteria in order
to detect critical airports, whose isolation would cause the largest losses, in the European
and global airport networks was proposed (Lordan et al. 2014a,b). The results showed
that the most critical airports can be detected based on betweenness. Marzuoli et al.
(2014) studied the robustness of US air transportation network under different attack-
ing strategies and potential vulnerabilities were highlighted. Woolley-Meza et al. (2013)
investigated the robustness of the worldwide airport network under large scale disasters,
such as the eruption of volcano Eyjafjallajoekull and the September 11th terrorist attack.

Bing (2014) presented an empirical analysis on a Chinese airline network and found
that the network performance is affected most by degree and betweenness. Cardillo et al.
(2013) analysed the robustness of European airline network against random flight failures
with a multi-layer structure, where each layer corresponds to the flights set of one airline.
Compared with an equivalent single layer network (merging the flights sets of all airlines),
the multi-layer structure is less robust against perturbations. Frohn (2012) studied the
robustness of the worldwide airport network under random attacks and targeted attacks
based on degree and betweenness. Wuellner et al. (2010) examined the robustness of the
seven largest airline networks in US and found that networks with dense interconnectivity
are extremely robust to both random and targeted attacks.

Robustness of ground transportation networks has been investigated as well. Jiang and
Szeto (2015) proposed a bi-level optimization framework for time-dependent road network
design, with the application to a modified Sioux Falls network. Zhong et al. (2014)
investigated robust strategies for freeway traffic management under demand and supply
uncertainties. Li, Li, and Lam (2014) proposed a new model for integrated design of a
sustainable land use and transportation system with uncertainty in future population.
Qiao et al. (2014) proposed a computationally efficient approach to measure to system-
level network vulnerability in presence of link failures with expected total travel time
as vulnerability measure. Yang (2010) proposed a two-stage stochastic model for airline
network design with uncertain demand. Szeto and Lo (2005) discussed the robustness of
three government’s network design strategies under uncertainty.

Zanin and Lillo (2013) provided a review on modelling the air transport with complex
networks, while Boccaletti et al. (2014) offered a comprehensive review on the structures
and dynamics of multi-layer networks. Therefore, we also list relevant work regarding
robustness of complex networks in general. Wang et al. (2014) compared the behaviors
of two synthetic networks and two real-world networks under degree targeted attacks.
Jahanpour et al. (2013) presented a methodology to identify and remove the most impor-
tant nodes in complex networks and showed that the node removal strategies based on
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degree and betweenness are most efficient. Zheng et al. (2011) analysed the robustness
of scale-free networks under link attacks based on degree, betweenness, and closeness,
and found that some scale-free networks are robust under targeted attacks. Albert and
Barabási (2002) reviewed the statistical mechanics of network topology and dynamics,
the network robustness against random and preferential node removal has also been
discussed. Cohen et al. (2001) studied the tolerance of Internet networks to intentional
attack, removing a fraction of the most connected sites. The stability of such networks
against random removal of sites was studied in as well (Cohen et al. 2000).

3. A model for attacking air transportation networks

In Section 3.1, we review the modelling of air transportation as a weighted network. In
Section 3.2, network attacks are formally introduced and Section 3.3 identifies four types
of queries for retrieving network attacks. This model is the foundation for the design of
network attacks as presented in Section 4.

3.1. Preliminaries

We recall the notation of weighted networks and weighted network metrics, and show
how they are relevant for analysing air transportation networks.

Definition 3.1 (Weighted networks). A weighted network WN consists of a set of
nodes, denoted with nodes(WN) and a set of weighted links between nodes, denoted with
links(WN). Each weighted link is represented as a tuple (u, v, w), where u is the source
of the link, v is the target of the link, and w is the link’s weight. A link (u, v, w) is called
outgoing for node u and incoming for node v. The length of a path (a sequence of nodes
[u1, ..., un]) is defined as the sum of the weights, i.e. weight(u1, u2)+...+weight(un−1, un).
A shortest path in a weighted network between two nodes u and v is a sequence of nodes
with the minimum path length. The number of shortest paths between nodes u and v is
denoted with σu,v. Two nodes u and v are connected, if there exits at least one path from
u to v.

Naturally, air transportation networks can be modelled as weighted networks, where,
airports are nodes, direct flights between airports are links, and the link weight is the
number of passengers travelling between two airports. The air transportation networks
of four different countries are shown in Figure 1.

Recently, researchers have increasingly used network metrics to analyse networks,
boosted by successful usage of network metrics for the analysis of social networks. These
network metrics compute a score for each node, which represents the relative importance
of a node in the network. Since the publication of the seminal paper by Freeman (Free-
man 1978), many network metrics have been proposed, capturing different aspects of
networks. Each of these metrics can be exploited as a strategy for attacking a network,
by removing most important nodes first. However, as shown in Section 5, attacks induced
by network metrics are often not optimal even for short attacks.

3.2. Model for attacking air transportation networks

In this research, we define two layers of air transportation networks for designing and
executing attacks. The first layer is called physical layer, as defined in (Holmes and
Scott 2004). This weighted network models direct transportation possibilities between the
nodes. The structure of the physical layer (directed links between nodes) is determined
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Australia (149/567) Argentina (41/184) Iceland (5/7) 

Germany (28/170) 

Figure 1. Sample of air transportation networks for four countries in January 2014: Each airport is one node

and a link exists between two airports if there is a direct flight between two airports. The numbers in parenthesis

behind the country name represent the number of airports and the number of directed links. Our sample covers
very small networks (Iceland) to big networks (Australia). Data source: http://www.airdi.net.
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Figure 2. Example scenario for an air transportation network with five nodes: The physical layer (a) models direct

connections, e.g., nine passengers travel from B via C to D (another two passengers travel from C to D, making

it eleven passengers in total); The intentional layer (b) models transportation intentions of passengers, e.g., nine
passengers want to travel from B to D;

by operators, e.g. airlines, while the network weights are determined by passengers who
actually choose a connection. We reserve the variable PL for the physical layer. The
second layer is called intentional layer. This layer models travel intentions of passengers
with origin and destination. Intuitively, the intentional layer induces the weights of the
physical layer, such that each passenger chooses a path through the physical network
from origin to destination. An intentional layer is denoted with IL. The separation of
networks into structure and function is further discussed in (Lehner 2013).

We show an example scenario for the two network layers in Figure 2. The physical
layer (a) consists of five nodes with nine direct connections, e.g., there exists a direct
connection from B to C and an unused direct connection from A to B. Note the circular
path between the nodes A,B,E,D,A. The intentional layer (b) models passengers’ travel
intentions, e.g., nine passengers want to travel from B toD. According to PL, they choose
to travel from B via C to D. Based on the two layers of the to-be-attacked transportation
network, we define network attacks as follows.

Definition 3.2 (Network attack). Given a physical layer PL, an attack is a sequence
of nodes A = [u1, ..., un], such that 1) each ui ∈ nodes(PL) and for each i, j we have that
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Figure 3. An initial network with the number of passengers as weights is shown in (a). We show two subnetworks

after an attack on FRA (b) and SCN (c). The giant component of both subnetworks is 3, i.e. they are considered

equally robust. However, in Variant 2 (c) much more passengers can still travel to their destination.

i 6= j =⇒ ui 6= uj. An attack A is called complete for PL, if A contains |nodes(PL)|
distinct nodes. An attack is applied from left to right to physical layer PL. The first
step of an attack A = [u1, ..., un] removes node u1 from the network PL and yields a
network with nodes as nodes(PL) \ {u1} and links as links(PL) \ ({∃v, w.(u1, v, w) ∈
links(PL)}∪{∃v, w.(v, u1, w) ∈ links(PL)}). In the second step, u2 is removed from the
network, etc. The result of applying an attack A to a network PL is denoted with A(PL).

When attacking a network, the order of nodes has a significant impact on the effec-
tiveness of an attack, i.e. how much the robustness of the network is affected. Usually,
the order of nodes is determined by a network metric. In the literature, two types of
network attacks are distinguished: Static and interactive attacks (Holme et al. 2002). In
our framework, static network attacks evaluate a network metric on the initial physical
layer and construct the attack based on descending metric values, i.e. nodes with a high
metric value are attacked first. The attack is called static, since no re-evaluation of the
metric takes place after the network is changed. For instance, if we remove a node which
is on many shortest paths, then the betweenness values for many nodes will be affected.
This effect is compensated in interactive attacks, by choosing the next node for an attack
based on the state of the network after the attack so far.

Definition 3.3 (Static/Interactive attack). Given a network metric M and a physical
layer PL, a static network attack is defined as a sequence of nodes u1, u2, ..., un, such
that M(PL, ui) ≥ M(PL, ui+1) for all 1 ≤ i < n. An interactive network attack for a
metric M is defined as the sequence of nodes u1, u2, ..., un such that ui has the highest
metric value in PL \ {u1, ..., ui−1}.

Note that we only consider nodes in the order of descending metric values. This holds,
for instance, for degree and betweenness. We assume that each other metric can be
modified such that it associates high values with more important nodes: If a metric
shows an opposite behavior, we simply use M∗(PL, u) = 1

M(PL,u) as a replacement.

Definition 3.4 (Robustness estimation). Given a physical layer PL, an intentional layer
IL, and an attack A on PL, a robustness measure maps PL, IL, and A to a number,
denoted with rm(PL, IL,A).

A simple and commonly used robustness measure is the relative size of the giant
component (Lordan et al. 2014b; Wang et al. 2014) of a network after an attack has
been executed, i.e. the number of nodes in the largest connected component. The beauty
of giant component as a robustness measure is 1) easy implementation and 2) efficient
calculation. However, how many nodes are still in the largest component ignores an
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essential observation for transportation networks: Nodes (and also links) do not have
equal importance. An example is shown in Figure 3, where two variants have the same
size of the giant component but clearly different robustness in terms of the original
network. Another robustness measure is based on algebraic connectivity (Wei, Spiers,
and Sun 2014; Wei, Chen, and Sun 2014).

In this paper, we use a more appropriate robustness measure for transportation net-
works: Sum of preserved link weights with rerouting. It is the fraction of the sum of
weighted links from the original intentional network, for which there exists still a path
in the physical network after an attack took place. Such a link-based metric was intro-
duced recently for air transportation systems (Verma, Araújo, and Herrmann 2014) and
social/communication networks (Li et al. 2014).

Definition 3.5 (Sum of preserved link weights with rerouting). This robustness measure
is defined as the fraction of the sum of weighted links from the original Intentional Layer
(IL), for which there exists still a path in the Physical Layer (PL) after an attack took
place.

rm(PL, IL,A) =

∑
(u,v,w)∈links(A(PL)) reroute(u, v, w,A(IL))∑

(u,v,w)∈links(PL) w

where reroute(u, v, w,A(IL)) = w if two airports u and v are still connected after an
attack A. Since the intentional layer models flight intentions of passengers, i.e. origin
and destination of sold tickets, this measure estimates how many passengers can still
travel after an attack was executed, taking into account the option of rerouting over
other active network links in physical layer. We would like to emphasize that there are
many alternative definitions of robustness measures, for which the techniques developed
in this paper can be applied (see Section 6).

3.3. Queries to the attacking model

One facet of evaluating an attack is to check the robustness of a network after the attack
is finished. However, for a complete attack, this naturally leads to totally destroyed
networks. This case is not interesting for distinguishing attacks, since all complete attacks
share this property. A slight modification of this problem is to find a best attack A of
length x, such that no other attack reduces the robustness more than A. Overall, we
define the following four core-tasks for an attacking framework:

• Task 1 (STATIC) Given a network metric M , compute a static attack A for M .
This task is interesting, if one wants to quickly evaluate a given attacking strategy.

• Task 2 (INTERACTIVE): Given a network metric M , compute an interactive
attack A for M . Task 2 is interesting, if one wants to evaluate a given attacking
strategy in detail.

• Task 3 (DYNAMIC): Given a set of network metrics M = {M1, ...,Mn}, com-
pute an interactive attack A forM, by always attacking the node which yields the
highest damage, as suggested by the metrics in M. Task 3 is interesting, because
it potentially combines the insights obtained from multiple network metrics.
• Task 4 (FIND BEST): Find the best attack A, with |A| = x, such that no other

attack A′ exists, with rm(PL, IL,A′) ≤ rm(PL, IL,A) and |A′| = x. This task
asks for the best attack, given that an attacker can attack exactly x nodes.

The definition of Task 4 is accurately following the intuition, by considering all possible
attacks on a network, because it defines the worst-case robustness and not the robustness
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against a certain network metric.
The idea of ranking nodes based on the effects that their removal has on the net-

work is not new, for instance, Latora and Marchiori (2005) introduced the concept of
delta centrality to find the critical components of infrastructure networks. Especially,
Crucitti, Latora, and Porta (2006a) presented five different measures of centrality over
geographic networks of urban streets, including degree, closeness, betweenness, straight-
ness, and information. Crucitti, Latora, and Porta (2006b) studied centrality in urban
street patterns of different world cities. Porta, Crucitti, and Latora (2006b) introduced
multiple centrality assessment and implemented this methodology on urban street sys-
tems. Porta, Crucitti, and Latora (2006a) considered six cases of urban street networks
based on a primal graph, a dual graph, and a comparative study of the dual graphs.
Among the various delta centrality measures, information centrality is specially designed
to assess the vulnerability of a node in a network, based on the concept of efficient prop-
agation of information over the network. The information centrality of a node is defined
as the relative drop in the network efficiency caused by the removal of the node from the
network (Latora and Marchiori 2007). Therefore, we also assess the vulnerability of air
transportation networks using attacks based on information centrality.

4. Scalable design of network attacks

We develop and discuss efficient implementation techniques for designing attacks to air
transportation networks, as proposed in the previous section. The implementation of
Task 1 is straightforward, given the ability to compute the network metric for a given
network. Given the metric, we sort all nodes by their metric values in descending order
to build an attack A.

Solving Task 2 is also simple, since it is again based on the computation of the metric
values for a given network: 1) compute metric values for all nodes in the network and 2)
remove the node with the highest metric value. This procedure is repeated until no more
nodes are left.

Similarly, implementing Task 3 is achieved by always checking a set of candidate nodes,
as suggested by any metric in the set of metricsM, and select the node with the highest
damage on the network. This decision involves a repeated computation of robustness
measures over highly similar networks, an issue addressed below.

Solving Task 4 is computationally most expensive, since we are not searching for any
attack, but the best attack of a given length x. We recursively implemented a standard
depth-first search technique which always removes x nodes. The number of these attacks
grows rapidly with 1) the number of nodes in the network and 2) the upper bound

x: There are
(
N
x

)
possible attacks to be analysed, where N is the number of nodes in

the physical layer. Given a network with 149 nodes, like the air transportation network
of Australia and an attack length of 4, computing Task 4 needs to analyse approx.
474 million attacks. Since the evaluation of a single attack is already non-trivial, and
we consider rerouting of passengers after each step of an attack, it is easy to see that
analysing all attacks is not a feasible strategy. Therefore, in the following section we
propose a heuristic to explore the attack search space efficiently.

4.1. Finding good attacks efficiently without network metrics

In order to compute the results for Task 4, all attacks of length n have to be analyzed.
Since this problem becomes intractable even for short attacks, a good heuristic can
help to find interesting attacks early. We propose to adapt a search heuristic which
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was recently introduced in the general game playing (Genesereth and Thielscher 2014)
community. While specifically designed algorithms exist for games, whose performance
already beats master human players, a chess-specific program cannot play TicTacToe.
General game playing programs aim to play any kind of game specified in a known game
rule description. Basically, playing a game then reduces to searching the game tree with
efficient heuristics.

One of these heuristics is Monte-Carlo Tree Search (MCTS) (Bouzy and Helmstetter
2004). MCTS has its origins in Simulated Annealing. The seminal paper (Brugmann
2005) presented the program Monte Carlo Go, a Simulated Annealing-based method to
search for good moves in the Go playing program called Gobble. The idea was picked up
in (Browne et al. 2012a) and extended with an efficient way to grow and store a game
tree in memory. These ideas lead to many algorithms and implementations of MCTS
variants in general game playing systems (see (Browne et al. 2012b) for a survey on
MCTS methods). This strategy is so successful, that it is even found its way into game-
specific implementations recently (Arneson, Hayward, and Henderson 2010). Since the
design of an attack on a network can be viewed as a game, where an attack has several
moves, each one corresponding to an airport, we develop an MCTS-based approach.

A MCTS can be split into two parts: Exploration and exploitation. During the first
phase, the game tree is explored by executing several random runs until the game is over.
Depending on the outcome of the game (a score representing win/lose/draw), the moves
taken during the game by the player (for instance, moving a queen one step forward in
chess) are associated with positive or negative scores. After several random runs, many
typical moves of a player are already associated with stable scores. These scores are
utilized in the exploitation phase. Now, the random runs are executed again, but this
time taking into account the scores on moves, for deciding which move to make in each
state of the game. Note that the description is simplified here. In reality, many MCTS-
implementations mix the exploration and exploitation phase and choose to explore or to
exploit based on a dynamic threshold.

We adapt the idea behind MCTS to find potentially promising attacks for air trans-
portation networks. Our algorithm is shown in Algorithm 1. Initially, we perform random
attacks on the network (Line 2–7). For each attack, we record how much the removal of a
node degrades the robustness (encoded in R, Line 5). Here, R is a map from node names
to the delta between robustness before and after removing the node. The overall result
for all attacks is stored in RES. The second part of the algorithm is the exploitation
(Line 8–29). First, we group all robustness deltas per node (Line 11–16). Afterwards,
we compute the average robustness delta for each node (Line 17–19). Finally, we run
new random attacks with the robustness deltas as weights for random choice of nodes
(Line 21–28). The actual choice is described in Line 24; this problem was formally intro-
duced as weighted random sampling with a reservoir in (Efraimidis and Spirakis 2006).
Intuitively, the exploration phase assigns weights to nodes (higher weights imply larger
robustness degradation) and the exploitation phase picks randomly nodes but with a
bias towards nodes with a higher weight, i.e. nodes which supposedly have a large effect
on the robustness are picked early during the design of an attack.

There is still an open issue regarding Algorithm 1. We have not discussed the ter-
mination criterion for Algorithm 1: The question is, how many iterations of the explo-
ration/exploitation process are necessary, in order to get good results. In our evaluation in
Section 5 we analyse different configurations for the number explorations/exploitations.
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Algorithm 1 MCTS-variant
Input: PL, IL, maximum length MAX
Output: Set of attacks

1: Let RES=[]
2: //Exploration phase
3: for l ∈ {1, ..., X} do
4: Create Random attack A on PL of length (MAX)
5: Let R be the evaluation of A on the PL and IL
6: RES.append(R)
7: end for
8: //Exploitation phase
9: while not finished do

10: //Creating/Updating weights for nodes
11: WM = {}
12: for l ∈ {1, ..., X} do
13: for l2 ∈ {1, ...,MAX} do
14: WM [RES[l].node].append(RES[l].robustdelta)
15: end for
16: end for
17: for l ∈ {1, ..., N} do
18: WM [n] = AV G(WM [n])
19: end for
20: //Run exploitation with created/updated weights
21: Let RES=[]
22: A = []
23: while len(A) 6= MAX do
24: Let u be a random element from WM , such that each element a in WM is picked with

probability WM [a], not yet occurring in A
25: A.append(u)
26: end while
27: Let R be the evaluation of A on the PL and IL
28: RES.append(R)
29: end while

4.2. Incremental computation of all-pairs-shortest-paths

In the following we describe how to optimize the robustness evaluation of an attack.
The evaluation of an attack is at the core of our implementation and therefore deserves
particular attention when it comes to run time optimization. Each time we evaluate one
step of an attack, we have to compute the robustness estimation, i.e. the sum of preserved
link weights with rerouting. For each link in the intentional layer IL, we need to check
connectivity in the physical layer PL after the attack so far. Online computation of
connectivity (searching PL for each link in IL, all at once) for many node pairs is slow. In
fact what we need is the computation of all-pairs-shortest-paths (APSP) in the network,
i.e. for each pair of nodes the path (or its length) is computed. Computing APSP for PL
one time and then check the connectivity based on APSP already increases performance
remarkably. But we can increase the performance further. There is a quadratic complexity
inherent to the computation of APSP which, in general, cannot be avoided. However, for
each step of an attack one has to compute APSP on a very similar network compared
to the previous attacking prefix, were one node less is removed. Thus, especially when
removing less influential nodes, the result of the APSP computation is often very similar
to the APSP of the PL before removing a node. We exploit this observation by proposing
an incremental algorithm for computing the APSP under node removal. Our solution
is inspired by recent work on incremental computation of betweenness in streams of
networks (Kas et al. 2013; Puzis et al. 2014), where betweenness of nodes is updated
based on deviations between two networks.

We start with the APSP of the original network and update it incrementally. Suppose
that we want to remove a node u from a weighted network WN . If a path p is the shortest
path between two nodes v1 and v2 in the original network and p does not contain u, then
p must also be the shortest path between v1 and v2 in the network after removing u.
On the other hand, if u is part of p, then we recompute the shortest path between v1

11
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(b) Network after node removal

Figure 4. Example for preserving shortest paths. When node A is removed from the network, many shortest paths

are preserved. Only one pair of nodes (D,C) has to be re-evaluated for APSP after removing the node. All other
shortest paths are preserved, because they did not go through A (apart from all paths starting/ending in A, which

are naturally discarded when removing A).

Algorithm 2 Incremental computation of all-pairs-shortest-paths
Input: Physical layer PL, APSPold, to-be-removed node u
Output: ΩPL\{u}

1: Let APSPnew = ∅
2: for v1 ∈ APSPold \ {u} do
3: for v2 ∈ APSPold[v1] \ {u} do
4: if u ∈ APSPold[v1][v2] then
5: Let APSPnew[v1][v2] be the shortest path from v1 to v2 in PL \ {u}
6: else
7: APSPnew[v1][v2] = APSPold[v1][v2]
8: end if
9: p← p ∗ i

10: end for
11: end for

and v2 only, and update the APSP accordingly. Note that removing a node can only
invalidate shortest paths, but enforce shorter paths than before removal. An example
for the scenario is shown in Figure 4. We remove the node A from a weighted network
in Figure 4(a) and obtain the weighted network in Figure 4(b). It is not necessary to
compute APSP completely, since a removal of A can only invalidate shortest paths, on
which A was before. Thus removing A can be handled much better incrementally.

The challenging part about our incremental design in Algorithm 2 is to determine,
whether it pays off for a node or not. Informally, the speed is higher, the less influential
the removed node was for the network: A highly influential node was on many shortest
paths before removal and therefore many shortest paths have to be recomputed. Given
the example in Figure 4(a), if we had removed C initially, then many shortest paths are
affected, for instance, A → C → B, D → A → C → B, D → A → C → B → E,
etc. Therefore, we only apply our incremental algorithm, if the number of shortest paths
through a node in the original network is below a threshold k.

5. Results

An evaluation of our attacking model is conducted on four real-world air transportation
networks. While these domestic networks are embedded into international transportation,
we did not intend to report new insights on the robustness of single countries in our work.
The reason why we have chosen this set of four countries is to analyze the scalability of
our techniques. Furthermore, the results for different countries show that some network
metrics sometimes work well, while in other cases they are not. Table 2 provides main
topological properties of the four networks for the Physical Layer (PL) and the Intentional
Layer (IL). Although the airport nodes in both layers are the same, IL has more edges
and its density is 2 − 7 times higher than in the PL. This can be explained by the fact
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Table 2. Main topological properties of four real-world air transportation networks for Physical Layer (PL) and
Intentional Layer (IL), where Avg.Degree stands for average degree, ASPL represents Average Shortest Path

Length, and transitivity is the fraction of all possible triangles in the network.

Country Type Nodes Edges Density Avg.Degree ASPL Clustering Transitivity

Argentina PL 41 184 0.112 4 1.924 0.588 0.238

IL 41 707 0.431 17 1.528 0.771 0.664

Australia PL 149 567 0.026 3 2.911 0.462 0.182
IL 149 3,402 0.154 22 1.989 0.693 0.562

Germany PL 28 170 0.225 6 1.870 0.519 0.499

IL 28 266 0.352 9 1.628 0.683 0.652

Iceland PL 5 7 0.350 1 1.350 0 0
IL 5 13 0.650 2 0.950 0.700 0.8

that for many airport (city) pairs, there are passengers who intend to travel, but there
is not always a direct connection. We choose the set of four countries with an increasing
number of nodes in order to analyze the scalability of our techniques.

We present main results for the four real-world air transportation networks using four
types of techniques: Depth-First Search (DFS), Monte-Carlo Tree Search (MCTS), ran-
dom attacks, and targeted attacks based on network metrics. For the assessment of net-
work metrics-based attacks, we implemented six network metrics: Degree (Barrat et al.
2004), betweenness (Freeman 1978), closeness (Freeman 1978), load (Newman 2001),
eigenvector (Barrat et al. 2004), and information centrality (Latora and Marchiori 2007).
An informal description of these metrics can be found in Section 7.1 (see Appendix).
We have implemented our algorithms using the programming language Python using the
graph library NetworkX (Hagberg, Schult, and Swart 2008).

Moreover, an evaluation on the incremental APSP-algorithm can be found in Sec-
tion 7.2 (see Appendix). For all four country networks, the run time increases with the
number of shortest paths and our incremental algorithm is faster than the out-of-the-
box all-pairs-shortest-path algorithms. It is shown that the speedup of our incremental
APSP-algorithm increases remarkably with size of the network.

5.1. Baseline technique: Depth-First Search (DFS)

First, we measure the time for computing an optimal attack of a given length for the
four country networks. As shown in Figure 5, we can observe that computing an optimal
solution using DFS is intractable: The running time increases exponentially with the
length of an attack. For attacks of length 5, it takes already 14 days (1,223,215 seconds)
for Argentina to compute the best attack. For Australia we were not able to compute
DFS of depth 5, since the computation of depth 3 already took more than two days. We
expect the computation up to depth 4 to take an extreme long time to finish, since the
computation of DFS becomes intractable with increasing size of the network. DFS is the
baseline of our evaluation, since it can find best attacks up to a given maximum depth.

5.2. Search heuristic based on Monte-Carlo Tree Search (MCTS)

We evaluate our search heuristic based on MCTS with a variable number of runs for
exploration and exploitation. The results for Argentina are shown in the second row
block of Table 3. The results for Australia and Germany can be found in the Appendix
(see Table 6 and Table 7). For each attack length, in addition to the computation time
(shown in the third column), the robustness after and before an attack to the network
is also compared. The robustness yielded by the best attacking strategy is highlighted in
yellow color.

We can observe that with less than two minutes, MCTS with 10,000 runs finds the
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Figure 5. The computation time of DFS for different search depth for Argentina, Australia, and Germany. The

slope of the regression line indicates the exponential growth. The computation time increases dramatically with

the search depth: With depth=5, it takes already 14 days for Argentina to find the best attack. Results for Iceland
are omitted, since computing an optimal attack only took few milliseconds.

Method Time (in s) 1 2 3 4 5

DFS1 0.90 18.853% - - - -

DFS2 11.60 18.853% 12.183% - - -

DFS3 442.80 18.853% 12.183% 8.085% - -

DFS4 19,946.36 18.853% 12.183% 8.085% 5.307% -

DFS5 1,223,215.40 18.853% 12.183% 8.085% 5.307% 2.636%

MCTS100_100 1.08 18.853% 12.183% 8.085% 5.509% 5.007%

MCTS1000_1000 8.58 18.853% 12.183% 8.085% 5.934% 3.787%

MCTS10000_10000 86.79 18.853% 12.183% 8.085% 5.307% 2.636%

random10 0.28 89.679% 78.654% 68.945% 68.852% 13.572%

random100 0.88 18.853% 18.400% 16.436% 15.180% 15.180%

random1000 7.32 18.853% 12.612% 10.291% 8.862% 7.884%

random10000 80.16 18.853% 12.183% 8.085% 8.084% 5.724%

random100000 809.40 18.853% 12.183% 8.085% 5.509% 3.585%

random1000000 10,210.56 18.853% 12.183% 8.085% 5.307% 2.636%

Method Time (in s) 1 2 3 4 5

degree 0.02 18.853% 12.612% 10.677% 8.486% 7.582%

betweenness 0.03 18.853% 17.700% 16.181% 9.961% 9.459%

closeness 0.03 18.853% 12.612% 10.677% 9.745% 7.582%

eigenvector 0.02 18.853% 16.901% 10.677% 8.906% 7.170%

infocentrality 0.03 18.853% 12.612% 10.677% 8.906% 7.170%

load 0.03 18.853% 17.700% 16.181% 9.961% 9.459%

degreeInteractive 0.03 18.853% 12.612% 10.677% 8.486% 7.582%

betweennessInteractive 0.04 18.853% 16.901% 10.677% 9.100% 8.183%

closenessInteractive 0.03 18.853% 12.612% 10.677% 9.745% 8.183%

eigenvectorInteractive 0.03 18.853% 16.901% 10.677% 8.486% 7.013%

infocentralityInteractive 0.07 18.853% 12.612% 10.677% 9.100% 8.183%

loadInteractive 0.04 18.853% 16.901% 10.677% 9.100% 8.183%

wdegree 0.02 18.853% 16.462% 13.938% 11.793% 9.472%

wbetweenness 0.03 18.853% 16.901% 10.677% 10.174% 7.989%

wcloseness 0.03 93.674% 88.256% 87.468% 85.906% 85.644%

weigenvector 0.02 18.853% 16.462% 13.938% 11.793% 9.472%

winfocentrality 0.03 18.853% 16.462% 14.079% 11.634% 9.472%

wload 0.03 18.853% 16.901% 10.677% 10.174% 7.989%

wdegreeInteractive 0.03 18.853% 12.612% 8.503% 6.382% 4.904%

wbetweennessInteractive 0.05 18.853% 16.901% 10.677% 9.745% 8.183%

wclosenessInteractive 0.06 93.674% 93.408% 87.991% 85.296% 8.790%

weigenvectorInteractive 0.03 18.853% 12.612% 8.503% 6.382% 4.904%

winfocentralityInteractive 0.08 18.853% 12.612% 10.384% 8.906% 4.904%

wloadInteractive 0.05 18.853% 16.901% 10.677% 9.745% 8.183%

other DYNAMIC 0.72 18.853% 12.612% 8.503% 6.382% 4.904%

Method Time (in s) 1 2 3 4 5

degreeIL 0.02 18.853% 16.901% 16.178% 14.637% 14.156%

betweennessIL 0.03 18.853% 16.901% 16.181% 15.464% 15.056%

closenessIL 0.02 18.853% 16.901% 16.178% 14.637% 14.226%

eigenvectorIL 0.02 18.853% 16.901% 16.178% 14.637% 12.791%

infocentralityIL 0.04 18.853% 16.901% 16.178% 14.637% 14.033%

loadIL 0.03 18.853% 16.901% 16.181% 15.464% 15.056%

degreeInteractiveIL 0.04 18.853% 16.901% 16.178% 14.637% 14.156%

betweennessInteractiveIL 0.10 18.853% 16.901% 16.178% 15.464% 15.056%

closenessInteractiveIL 0.05 18.853% 16.901% 16.178% 14.637% 14.156%

eigenvectorInteractiveIL 0.04 18.853% 16.901% 16.178% 14.637% 12.791%

infocentralityInteractiveIL 0.23 18.853% 16.901% 16.178% 14.637% 14.516%

loadInteractiveIL 0.09 18.853% 16.901% 16.178% 15.464% 15.056%

wdegreeIL 0.02 18.853% 16.462% 13.938% 11.162% 6.398%

wbetweennessIL 0.04 99.720% 98.808% 93.953% 93.934% 93.539%

wclosenessIL 0.04 99.089% 94.233% 92.741% 92.292% 91.716%

weigenvectorIL 0.02 18.853% 16.178% 13.938% 11.162% 6.398%

winfocentralityIL 0.04 18.853% 16.462% 13.938% 11.162% 9.472%

wloadIL 0.04 99.720% 98.808% 93.953% 93.934% 93.539%

wdegreeInteractiveIL 0.03 18.853% 12.612% 8.503% 6.053% 4.461%

wbetweennessInteractiveIL 0.20 99.720% 98.808% 93.953% 93.934% 88.076%

wclosenessInteractiveIL 0.21 99.089% 94.233% 92.741% 87.421% 87.143%

weigenvectorInteractiveIL 0.04 18.853% 12.612% 8.503% 6.053% 4.461%

winfocentralityInteractiveIL 0.24 18.853% 12.612% 10.078% 8.486% 4.461%

wloadInteractiveIL 0.22 99.720% 98.808% 93.953% 93.934% 88.076%

other DYNAMICIL 1.35 18.853% 12.612% 8.503% 6.053% 4.460%
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Table 3. Attacks for Argentina using three techniques: Depth-First Search (DFS), Monte-Carlo Tree Search

(MCTS), and random attacks. For each attack length, the total computation time (in seconds) and the robustness
after and before an attack is compared. The robustness yielded by the best attacking strategy is highlighted in

yellow color.

best attack of length 5 for Argentina. This is more than approx. 14,000 times faster than
DFS with depth 5. For the other countries, the results show fast convergence of MCTS
as well. For Germany we think that MCTS finds an optimal attack of length 9, since all
MCTS variants with 1,000–1,000,000 runs agree on the best attack. However, we were
unable to prove that this is indeed the best attack, since the formal evaluation with DFS
until depth 9 would take literally years.

5.3. Random attacks

The results for random attacks with a variable number of attacks (10-1,000,000) for Ar-
gentina are compared in the third row block of Table 3. Random attacks based techniques
find the best attack with a matter of seconds (for attack length 3) to hours (for attack
length 5). The best attack of length 3 is found after 80 seconds with 10,000 runs. The
run time increases linearly with the number of attacks. The best attack of length 5 was
found after searching 1,000,000 attacks in around 3 hours. The results for Australia and
Germany can be found in the Appendix (see Table 6 and Table 7).
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Method Time (in s) 1 2 3 4 5

DFS1 0.90 18.853% - - - -

DFS2 11.60 18.853% 12.183% - - -

DFS3 442.80 18.853% 12.183% 8.085% - -

DFS4 19,946.36 18.853% 12.183% 8.085% 5.307% -

DFS5 1,223,215.40 18.853% 12.183% 8.085% 5.307% 2.636%

MCTS100_100 1.08 18.853% 12.183% 8.085% 5.509% 5.007%

MCTS1000_1000 8.58 18.853% 12.183% 8.085% 5.934% 3.787%

MCTS10000_10000 86.79 18.853% 12.183% 8.085% 5.307% 2.636%

random10 0.28 89.679% 78.654% 68.945% 68.852% 13.572%

random100 0.88 18.853% 18.400% 16.436% 15.180% 15.180%

random1000 7.32 18.853% 12.612% 10.291% 8.862% 7.884%

random10000 80.16 18.853% 12.183% 8.085% 8.084% 5.724%

random100000 809.40 18.853% 12.183% 8.085% 5.509% 3.585%

random1000000 10,210.56 18.853% 12.183% 8.085% 5.307% 2.636%

Method Time (in s) 1 2 3 4 5

degree 0.02 18.853% 12.612% 10.677% 8.486% 7.582%

betweenness 0.03 18.853% 17.700% 16.181% 9.961% 9.459%

closeness 0.03 18.853% 12.612% 10.677% 9.745% 7.582%

eigenvector 0.02 18.853% 16.901% 10.677% 8.906% 7.170%

infocentrality 0.03 18.853% 12.612% 10.677% 8.906% 7.170%

load 0.03 18.853% 17.700% 16.181% 9.961% 9.459%

degreeInteractive 0.03 18.853% 12.612% 10.677% 8.486% 7.582%

betweennessInteractive 0.04 18.853% 16.901% 10.677% 9.100% 8.183%

closenessInteractive 0.03 18.853% 12.612% 10.677% 9.745% 8.183%

eigenvectorInteractive 0.03 18.853% 16.901% 10.677% 8.486% 7.013%

infocentralityInteractive 0.07 18.853% 12.612% 10.677% 9.100% 8.183%

loadInteractive 0.04 18.853% 16.901% 10.677% 9.100% 8.183%

wdegree 0.02 18.853% 16.462% 13.938% 11.793% 9.472%

wbetweenness 0.03 18.853% 16.901% 10.677% 10.174% 7.989%

wcloseness 0.03 93.674% 88.256% 87.468% 85.906% 85.644%

weigenvector 0.02 18.853% 16.462% 13.938% 11.793% 9.472%

winfocentrality 0.03 18.853% 16.462% 14.079% 11.634% 9.472%

wload 0.03 18.853% 16.901% 10.677% 10.174% 7.989%

wdegreeInteractive 0.03 18.853% 12.612% 8.503% 6.382% 4.904%

wbetweennessInteractive 0.05 18.853% 16.901% 10.677% 9.745% 8.183%

wclosenessInteractive 0.06 93.674% 93.408% 87.991% 85.296% 8.790%

weigenvectorInteractive 0.03 18.853% 12.612% 8.503% 6.382% 4.904%

winfocentralityInteractive 0.08 18.853% 12.612% 10.384% 8.906% 4.904%

wloadInteractive 0.05 18.853% 16.901% 10.677% 9.745% 8.183%

other DYNAMIC 0.72 18.853% 12.612% 8.503% 6.382% 4.904%

Method Time (in s) 1 2 3 4 5

degreeIL 0.02 18.853% 16.901% 16.178% 14.637% 14.156%

betweennessIL 0.03 18.853% 16.901% 16.181% 15.464% 15.056%

closenessIL 0.02 18.853% 16.901% 16.178% 14.637% 14.226%

eigenvectorIL 0.02 18.853% 16.901% 16.178% 14.637% 12.791%

infocentralityIL 0.04 18.853% 16.901% 16.178% 14.637% 14.033%

loadIL 0.03 18.853% 16.901% 16.181% 15.464% 15.056%

degreeInteractiveIL 0.04 18.853% 16.901% 16.178% 14.637% 14.156%

betweennessInteractiveIL 0.10 18.853% 16.901% 16.178% 15.464% 15.056%

closenessInteractiveIL 0.05 18.853% 16.901% 16.178% 14.637% 14.156%

eigenvectorInteractiveIL 0.04 18.853% 16.901% 16.178% 14.637% 12.791%

infocentralityInteractiveIL 0.23 18.853% 16.901% 16.178% 14.637% 14.516%

loadInteractiveIL 0.09 18.853% 16.901% 16.178% 15.464% 15.056%

wdegreeIL 0.02 18.853% 16.462% 13.938% 11.162% 6.398%

wbetweennessIL 0.04 99.720% 98.808% 93.953% 93.934% 93.539%

wclosenessIL 0.04 99.089% 94.233% 92.741% 92.292% 91.716%

weigenvectorIL 0.02 18.853% 16.178% 13.938% 11.162% 6.398%

winfocentralityIL 0.04 18.853% 16.462% 13.938% 11.162% 9.472%

wloadIL 0.04 99.720% 98.808% 93.953% 93.934% 93.539%

wdegreeInteractiveIL 0.03 18.853% 12.612% 8.503% 6.053% 4.461%

wbetweennessInteractiveIL 0.20 99.720% 98.808% 93.953% 93.934% 88.076%

wclosenessInteractiveIL 0.21 99.089% 94.233% 92.741% 87.421% 87.143%

weigenvectorInteractiveIL 0.04 18.853% 12.612% 8.503% 6.053% 4.461%

winfocentralityInteractiveIL 0.24 18.853% 12.612% 10.078% 8.486% 4.461%

wloadInteractiveIL 0.22 99.720% 98.808% 93.953% 93.934% 88.076%

other DYNAMICIL 1.35 18.853% 12.612% 8.503% 6.053% 4.460%
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Table 4. Attacks for Argentina exploiting network metrics on the physical layer. For each attack length, the total
computation time (in seconds) and the robustness after and before an attack is compared. The robustness yielded

by the best attacking strategy is highlighted in yellow color.

5.4. Attacks using network metrics

We discuss the results for targeted attacks based on network metrics next. We distinguish
static (metric name without suffix) attacks and interactive (metric name with suffix
’Interactive’) attacks. For each metric we analyse unweighted and weighted variants,
with the number of passengers as link weight. Furthermore, we distinguish the network
metrics on the Physical Layer (PL) (default setting) and the Intentional Layer (IL).

Network metric-based attacks on the physical layer

The results for Argentina are presented in Table 4. The results for Australia and Germany
can be found in the Appendix (see Table 6 and Table 7). For all three countries, most
metrics yield a strategy which identifies the best to-be-attacked airport first (for instance
AEP, Buenos Aires-Jorge Newbery, for Argentina). However, for attacks with more than
one node, only few metrics yield an optimal attack. Surprisingly, none of the metrics yield
an optimal attack of length 2 or longer for Argentina. One would expect that at least few
of the metrics could generate an optimal attack of length 2, given the large number of
metrics. Suboptimal attacks are the ones based on degree, closeness, information central-
ity (static and interactive), as well as weighted degree, weighted eigenvector, weighted
information centrality (interactive). All of them reduce the network’s robustness down
to 12.6%. This result shows that - even for very short attacks - one should carefully use
network metrics to generate attacks for robustness analysis: Depending on the network
structure, network metrics will not even induce optimal attacks of short length.

With an increasing length of attacks, the discrepancy between metric-based attacks
and optimal attacks increases significantly. Furthermore, it is interesting to note that
interactive attacks are not always more effective than their non-interactive counterpart.
For instance, the attack based on interactive weighted degree is more efficient for attack-
ing the first six nodes, but for attacks of length 7 and 10, the non-interactive variant is
superior. Note that for attack length 6-10, the results are not shown since the networks
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Method Time (in s) 1 2 3 4 5

DFS1 0.90 18.853% - - - -

DFS2 11.60 18.853% 12.183% - - -

DFS3 442.80 18.853% 12.183% 8.085% - -

DFS4 19,946.36 18.853% 12.183% 8.085% 5.307% -

DFS5 1,223,215.40 18.853% 12.183% 8.085% 5.307% 2.636%

MCTS100_100 1.08 18.853% 12.183% 8.085% 5.509% 5.007%

MCTS1000_1000 8.58 18.853% 12.183% 8.085% 5.934% 3.787%

MCTS10000_10000 86.79 18.853% 12.183% 8.085% 5.307% 2.636%

random10 0.28 89.679% 78.654% 68.945% 68.852% 13.572%

random100 0.88 18.853% 18.400% 16.436% 15.180% 15.180%

random1000 7.32 18.853% 12.612% 10.291% 8.862% 7.884%

random10000 80.16 18.853% 12.183% 8.085% 8.084% 5.724%

random100000 809.40 18.853% 12.183% 8.085% 5.509% 3.585%

random1000000 10,210.56 18.853% 12.183% 8.085% 5.307% 2.636%

Method Time (in s) 1 2 3 4 5

degree 0.02 18.853% 12.612% 10.677% 8.486% 7.582%

betweenness 0.03 18.853% 17.700% 16.181% 9.961% 9.459%

closeness 0.03 18.853% 12.612% 10.677% 9.745% 7.582%

eigenvector 0.02 18.853% 16.901% 10.677% 8.906% 7.170%

infocentrality 0.03 18.853% 12.612% 10.677% 8.906% 7.170%

load 0.03 18.853% 17.700% 16.181% 9.961% 9.459%

degreeInteractive 0.03 18.853% 12.612% 10.677% 8.486% 7.582%

betweennessInteractive 0.04 18.853% 16.901% 10.677% 9.100% 8.183%

closenessInteractive 0.03 18.853% 12.612% 10.677% 9.745% 8.183%

eigenvectorInteractive 0.03 18.853% 16.901% 10.677% 8.486% 7.013%

infocentralityInteractive 0.07 18.853% 12.612% 10.677% 9.100% 8.183%

loadInteractive 0.04 18.853% 16.901% 10.677% 9.100% 8.183%

wdegree 0.02 18.853% 16.462% 13.938% 11.793% 9.472%

wbetweenness 0.03 18.853% 16.901% 10.677% 10.174% 7.989%

wcloseness 0.03 93.674% 88.256% 87.468% 85.906% 85.644%

weigenvector 0.02 18.853% 16.462% 13.938% 11.793% 9.472%

winfocentrality 0.03 18.853% 16.462% 14.079% 11.634% 9.472%

wload 0.03 18.853% 16.901% 10.677% 10.174% 7.989%

wdegreeInteractive 0.03 18.853% 12.612% 8.503% 6.382% 4.904%

wbetweennessInteractive 0.05 18.853% 16.901% 10.677% 9.745% 8.183%

wclosenessInteractive 0.06 93.674% 93.408% 87.991% 85.296% 8.790%

weigenvectorInteractive 0.03 18.853% 12.612% 8.503% 6.382% 4.904%

winfocentralityInteractive 0.08 18.853% 12.612% 10.384% 8.906% 4.904%

wloadInteractive 0.05 18.853% 16.901% 10.677% 9.745% 8.183%

other DYNAMIC 0.72 18.853% 12.612% 8.503% 6.382% 4.904%

Method Time (in s) 1 2 3 4 5

degreeIL 0.02 18.853% 16.901% 16.178% 14.637% 14.156%

betweennessIL 0.03 18.853% 16.901% 16.181% 15.464% 15.056%

closenessIL 0.02 18.853% 16.901% 16.178% 14.637% 14.226%

eigenvectorIL 0.02 18.853% 16.901% 16.178% 14.637% 12.791%

infocentralityIL 0.04 18.853% 16.901% 16.178% 14.637% 14.033%

loadIL 0.03 18.853% 16.901% 16.181% 15.464% 15.056%

degreeInteractiveIL 0.04 18.853% 16.901% 16.178% 14.637% 14.156%

betweennessInteractiveIL 0.10 18.853% 16.901% 16.178% 15.464% 15.056%

closenessInteractiveIL 0.05 18.853% 16.901% 16.178% 14.637% 14.156%

eigenvectorInteractiveIL 0.04 18.853% 16.901% 16.178% 14.637% 12.791%

infocentralityInteractiveIL 0.23 18.853% 16.901% 16.178% 14.637% 14.516%

loadInteractiveIL 0.09 18.853% 16.901% 16.178% 15.464% 15.056%

wdegreeIL 0.02 18.853% 16.462% 13.938% 11.162% 6.398%

wbetweennessIL 0.04 99.720% 98.808% 93.953% 93.934% 93.539%

wclosenessIL 0.04 99.089% 94.233% 92.741% 92.292% 91.716%

weigenvectorIL 0.02 18.853% 16.178% 13.938% 11.162% 6.398%

winfocentralityIL 0.04 18.853% 16.462% 13.938% 11.162% 9.472%

wloadIL 0.04 99.720% 98.808% 93.953% 93.934% 93.539%

wdegreeInteractiveIL 0.03 18.853% 12.612% 8.503% 6.053% 4.461%

wbetweennessInteractiveIL 0.20 99.720% 98.808% 93.953% 93.934% 88.076%

wclosenessInteractiveIL 0.21 99.089% 94.233% 92.741% 87.421% 87.143%

weigenvectorInteractiveIL 0.04 18.853% 12.612% 8.503% 6.053% 4.461%

winfocentralityInteractiveIL 0.24 18.853% 12.612% 10.078% 8.486% 4.461%

wloadInteractiveIL 0.22 99.720% 98.808% 93.953% 93.934% 88.076%

other DYNAMICIL 1.35 18.853% 12.612% 8.503% 6.053% 4.460%
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Table 5. Attacks for Argentina exploiting network metrics on the intentional layer. For each attack length, the

total computation time (in seconds) and the robustness after and before an attack is compared. The robustness

yielded by the best attacking strategy is highlighted in yellow color.

are already functionally collapsed.
Our experiment with Argentina shows that no metric yields the best strategy for

network attacks. The best candidate is interactive weighted degree. Notably, the run
time of these metric-based methods is usually short. This is one of the reasons why they
are commonly used. However, one should be aware that the obtained attacks based on
network metrics are not optimal. Similar conclusions can be drawn for the other countries.
For Australia shown in Table 6 and Germany in Table 7 (see Appendix), none of the
network metrics induces an optimal attack if more than 6 nodes are involved (data is not
shown). However, MCTS still generates the best attacks.

For Iceland, most of the metrics yield an optimal attack - this is mainly caused by the
few number of nodes and the outstanding importance of airport RKV (Reykjavik), which
is responsible for 99.99 % of the passengers in Iceland. Most metrics immediately choose
RKV as the first airport and choosing any second airport completely reduces robustness
to 0.

Network metric-based attacks on the intentional layer

One might wonder, whether network metrics do not yield good attacks because we are
adding an additional piece of information, encoded in the Intentional Layer (IL). There-
fore, we have computed all network metric-based attacks on the intentional layer as well.
The results for Argentina are presented in Table 5. The results for Australia and Ger-
many can be found in the Appendix (see Table 6 and Table 7). We can observe that for
Argentina, when attacking more than one node, none of the attacks based on IL-network
metrics yields the best attacking strategy. The results show that knowledge about the
intentional layer does not improve the results significantly.

Dynamic attacking strategy

This strategy combines insights from multiple network metrics: Perform an interactive
targeted attack, based on which metric could cause the maximum damage to the network.
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The results of dynamic attacking strategy for Argentina are presented in the last row of
Table 4 and Table 5. The results for Australia and Germany can be found in the Appendix
(see Table 6 and Table 7). We find that for Argentina, when attacking more than one
node, this dynamic query does not yield best attacking strategy. Both for Australia and
Germany, this dynamic query indeed yields the best attacking strategy (marked with
yellow color).

5.5. Effectiveness comparison using four techniques

We define the effectiveness of an attacking strategy as the fraction of worst-case robust-
ness (DFS) against actual robustness, i.e. we use the robustness obtained by DFS as a
gold standard.

Definition 5.1. The effectiveness of an attack A is defined as rm(PL,IL,A∗)
rm(PL,IL,A) , where A∗ is

the best attack (as obtained by DFS of length |A|).

Figure 6 shows the effectiveness of all attacking strategies for Argentina as an exam-
ple. All MCTS variants with at least 10,000 explorations/exploitations compute optimal
attacks. The effectiveness of random attacks depends on the numbers of performed sim-
ulations: For 1,000,000 random runs, random attacking discovered the best attack of
length 5 as well. The attacking techniques based on network metrics are non-optimal.
Notably, for most network metric-based attacking strategies, the discrepancy between
best and actual attacking strength increases with the length of an attack.

6. Conclusions

The way the robustness of a network is estimated is always an approximation, taking
into account variables such as trip length, number of hops, overall trip cost, convenience,
ecological footprint, and so on. No matter how many variables are included, no esti-
mator will exactly predict passengers’ behaviors. Furthermore, since all these variables
have sophisticated interactions, it is difficult to quantify the importance of nodes for
such a complex/combined robustness measure. Therefore, researchers often add a second
level of approximation, by assuming that network metrics yield good attacking strategies
with respect to the robustness measure at hand. This second approximation, however, is
unnecessary.

We presented techniques for efficient analysis of network attacks. We defined the notion
of a best attack against transportation networks and described a novel algorithm to find
the best attack. Since the complete search of a best attack is intractable for larger net-
works, we discussed efficient implementation techniques and heuristics for our attacking
framework. A preliminary evaluation on four air transportation networks showed that
the state-of-the-art robustness evaluation techniques, i.e., using a collection of network
metrics should be used only carefully in the future. Instead, one should spend effort on
generating attacks based on depth-first search for short attacks/small networks or based
on optimization techniques as MCTS. Our work contributes towards scalable analysis of
robustness, not only for air transportation, but transportation networks in general.

In this work, only node based network metrics were studied. In future work, edge based
network metrics could be studied as well. For instance, Girvan and Newman (2002) pro-
posed an approach to detect community structures based on edge betweenness. Banerjee,
Sinha, and Roy (2015) proposed to use edge proximity as a strategy to attack a network.
Attacking strategies based on the dynamical coupling between node and edge based
network metrics could cause maximal damage to the network.
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Figure 6. The effectiveness comparison of all attacking strategies for Argentina with a varying length of attack.

Another direction of future research is the investigation of efficiently analysing net-
work defense mechanisms. For instance, a sequential defense mechanism was proposed
in complex networks for attack inference and vulnerability assessment Chen and Cheng
(2015). A link-robustness index was proposed and a hybrid greedy algorithm which takes
into account both the node-robustness and the link-robustness were presented Zeng and
Liu (2012). The stability of random scale-free networks to degree-dependent attacks and
different defense strategies based on the addition of a constant number of links were
studied Yehezkel and Cohen (2012).

Furthermore, we have studied the robustness in single mode only. In reality, travelers
have alternative choices to air transportation, for instance, using the train or bus con-
nections. We would like to emphasize that our new technique can be applied, in general,
for any complex robustness measure and other network instances (multi-mode trans-
portation and multiple airport systems). The initial importance of nodes (or groups of
nodes) is identified by repeatedly assessing the relevance of nodes for the concrete ro-
bustness measure at hand during the exploration phase, while the importance is fixed
during the exploitation phase. This approach is executed on top of the actual robustness
measure and an actual network type, chosen by the user. Our technique for incremental
computation of all-pair-shortest-paths could be used for more sophisticated multi-modal
robustness measures as a proxy data structure: If two (groups of) cities are not connected
anymore using any mode, it does not make sense to look for a connection. Another line
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of future work is the robustness analysis in aggregated transportation networks, e.g. the
air international air transportation at country level (Wandelt and Sun 2015).

In a wider perspective, our MCTS-based robustness analysis technique could be applied
to other types of networks which involve routing entities through the networks. As an
example, Internet backbones route data packets from origins to destinations. Disabling
a central router has significant effects on the network robustness. Our technique can be
applied directly in this case. One adaptation of the robustness measure used in this study,
would be to compute the number of packets that can still be delivered from origin to
destination using rerouting. More complex robustness measures are possible, for instance,
taking into account the average time a packet is on the way. No matter which robustness
measure is chosen, both of our techniques, MCTS-based attack design and incremental
all-pairs-shortest-paths computation, can be exploited directly.
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7. Appendix

7.1. Intuition behind network metrics

We informally describe the six network metrics with references where these quantities
are defined:

• Degree(A) (Barrat et al. 2004): The degree of an airport A in is the number of
connections served by A. Note that weighted degree is often referred to as strength
in the literature on weighted networks. In the context of airport networks, with
the number of passengers as link weight, weighted degree represents how many
passengers are handled by an airport.

• Betweenness(A) (Freeman 1978): The number of shortest paths from all airports
to all other airports that pass through airport A.

• Closeness(A) (Freeman 1978): The reciprocal of the sum of the distances of airport
A from all other airports.

• Eigenvector(A) (Barrat et al. 2004): The eigenvector centrality is calculated by
assessing how well connected an airport A is to the network parts with the greatest
connectivity.

• Information centrality(A) (Latora and Marchiori 2007): This metric computes the
harmonic mean of the resistance distances towards an airport A, which is smaller
if A has many paths of small resistance connecting it to other airports.
• Load(A) (Newman 2001): The fraction of all shortest paths that pass through

airport A.

7.2. Incremental APSP

We evaluate the incremental APSP algorithm. In Figure 7, the run time (in seconds) for
computing APSP after removing a node is plotted against the number of shortest paths
the node took part in before the node was removed. For all four country networks, the
run time increases with the number of shortest paths, since we incrementally search for
alternatives for each lost shortest path. It is worth to note that our incremental algorithm
is for all four countries faster than the out-of-the-box all-pairs-shortest-path algorithms,
even when removing central/hub airports. Therefore, we have ignored the threshold k
in our evaluation below and have applied our incremental solution independent on the
number of shortest paths that went through the removed node.

The overall speedup of executing random attacks using our incremental APSP compu-
tation is remarkable as shown in Figure 8. For all four country networks, the speed-up
factor for running an attack from the first node to the last node is shown. While the
speed-up is neglectable for small Iceland, the run time for Australia is improved by a
factor of twenty, i.e. we can explore twenty times more nodes per given time interval.

24



August 29, 2015 Transportmetrica A: Transport Science RobustnessATS

0 100 200 300 400 500 600

●

●

●●●●●● ●●● ●● ●

●

●●
●
●●●●●●● ●●● ●●●

●
●● ●●●●●●●

|SP|

tim
e 

(s
)

a) Argentina

0

0.005

0.01

0.015

0.02

0 200 400 600 800 1000

●● ●●●

●

● ●●● ●●●●●●●● ●● ●● ●●

●

● ●

●

●●●●●● ●●●●●●

●

●●●●●● ●●● ●●●●● ●●
●
●●●● ●●●● ●● ●●● ●

●

●●
●

●●●
●

●●●● ●●●●●●●●●●●●

●

● ●●●

●

●●● ●● ●

●

●●●●● ●●●●● ●
●●●

●

●●● ●●● ●● ●● ●●●
●

●●●●●●●●●●●

|SP|

tim
e 

(s
)

b) Australia

0

0.05

0.1

0.15

0.2

0 20 40 60 80

● ● ● ●●●● ●

●

●
●●

●
● ●

●

●● ● ●
●

●

●

●● ● ● ●

|SP|

tim
e 

(s
)

c) Germany

0

0.002

0.004

0.006

0.008

0.01

0 2 4 6 8 10 12

●●

●

● ●

|SP|

tim
e 

(s
)

d) Iceland

0

1e−04

2e−04

3e−04

4e−04

5e−04

Figure 7. Comparison of the run time (in seconds) for computing all-pairs-shortest-paths after removing a node

which occurred on |SP | shortest paths before removal. The incremental algorithm is always faster than the complete

recomputation. For many nodes, incremental computation is 1–2 orders of magnitude faster than the standard
algorithm.
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Figure 8. Comparison of run time (in seconds) for a single random run for all four countries, averaged over 100
runs. With an increasing number of nodes, the ratio of the standard and incremental run time is increasing. For

Australia, the largest network, the run time of our incremental algorithm is already 20 times faster than the
baseline.

7.3. Additional tables
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Method Time (in s) 1 2 3 4 5

DFS1 7.21 57.270% - - - -

DFS2 1,224.41 57.270% 29.801% - - -

MCTS100_100 11.87 57.270% 29.801% 13.718% 7.326% 4.586%

MCTS1000_1000 172.47 57.270% 29.801% 13.718% 7.326% 4.586%

MCTS10000_10000 2,005.13 57.270% 29.801% 13.718% 7.326% 4.586%

degree 0.41 57.270% 36.060% 13.718% 11.519% 5.326%

betweenness 0.48 92.682% 51.851% 32.451% 22.695% 21.011%

closeness 0.43 72.837% 36.060% 32.451% 11.519% 10.067%

eigenvector 0.45 57.270% 36.060% 13.718% 11.519% 5.326%

infocentrality 0.50 72.837% 36.060% 13.718% 11.519% 10.067%

load 0.47 92.682% 51.851% 32.451% 22.695% 21.011%

degreeInteractive 0.46 57.270% 36.060% 13.718% 11.519% 5.326%

betweennessInteractive 0.92 92.682% 51.851% 32.451% 11.519% 10.067%

closenessInteractive 0.56 72.837% 36.060% 13.718% 11.519% 10.067%

eigenvectorInteractive 0.48 57.270% 36.060% 13.718% 11.519% 5.326%

infocentralityInteractive 0.87 72.837% 36.060% 32.451% 11.519% 10.067%

loadInteractive 0.67 92.682% 51.851% 32.451% 11.519% 10.067%

wdegree 0.47 57.270% 29.801% 13.718% 7.326% 4.586%

wbetweenness 0.54 72.837% 67.314% 64.858% 64.777% 31.989%

wcloseness 0.48 99.981% 99.659% 98.740% 98.706% 98.694%

weigenvector 0.44 57.270% 29.801% 13.718% 7.326% 4.586%

winfocentrality 0.51 57.270% 29.801% 13.718% 7.326% 4.586%

wload 0.59 72.837% 67.314% 64.858% 64.777% 31.989%

wdegreeInteractive 0.49 57.270% 29.801% 13.718% 7.326% 4.586%

wbetweennessInteractive 1.15 72.837% 70.156% 64.850% 30.454% 10.061%

wclosenessInteractive 1.95 99.981% 99.659% 98.740% 98.706% 98.694%

weigenvectorInteractive 0.52 57.270% 29.801% 13.718% 7.326% 4.586%

winfocentralityInteractive 0.96 57.270% 36.060% 13.718% 11.519% 10.067%

wloadInteractive 0.99 72.837% 70.156% 64.850% 30.454% 10.061%

degreeIL 0.43 72.837% 36.060% 32.451% 11.519% 5.326%

betweennessIL 0.55 72.837% 67.314% 64.858% 64.852% 52.416%

closenessIL 0.46 72.837% 67.314% 32.451% 22.695% 5.326%

eigenvectorIL 0.42 72.837% 36.060% 13.718% 11.519% 5.326%

infocentralityIL 0.55 72.837% 67.314% 32.451% 11.519% 5.326%

loadIL 0.55 72.837% 67.314% 64.858% 64.852% 52.416%

degreeInteractiveIL 0.46 72.837% 36.060% 32.451% 11.519% 5.326%

betweennessInteractiveIL 2.54 72.837% 67.314% 67.308% 66.151% 31.621%

closenessInteractiveIL 1.31 72.837% 67.314% 32.451% 11.519% 7.879%

eigenvectorInteractiveIL 0.54 72.837% 36.060% 13.718% 11.519% 5.326%

infocentralityInteractiveIL 3.22 72.837% 67.314% 32.451% 11.519% 5.326%

loadInteractiveIL 2.38 72.837% 67.314% 67.308% 66.151% 31.621%

wdegreeIL 0.43 57.270% 29.801% 13.718% 7.326% 4.586%

wbetweennessIL 0.74 72.837% 72.678% 71.351% 68.722% 63.696%

wclosenessIL 0.60 99.965% 99.884% 97.367% 96.655% 96.117%

weigenvectorIL 0.45 57.270% 29.801% 13.718% 7.326% 4.586%

winfocentralityIL 0.58 57.270% 29.801% 13.718% 7.326% 4.586%

wloadIL 0.79 72.837% 72.678% 71.351% 68.722% 63.696%

wdegreeInteractiveIL 0.52 57.270% 29.801% 13.718% 7.326% 4.586%

wbetweennessInteractiveIL 4.94 72.837% 72.678% 67.308% 66.151% 66.070%

wclosenessInteractiveIL 7.10 99.965% 99.884% 99.346% 98.908% 98.195%

weigenvectorInteractiveIL 0.57 57.270% 29.801% 13.718% 7.326% 4.586%

winfocentralityInteractiveIL 3.46 57.270% 36.060% 13.718% 9.833% 4.586%

wloadInteractiveIL 5.62 72.837% 72.678% 67.308% 66.151% 66.070%

DYNAMIC 7.99 57.270% 29.801% 13.718% 7.326% 4.586%

DYNAMICIL 14.92 57.270% 29.801% 13.718% 7.326% 4.586%
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Table 6. Comparison of selected attacks for Australia, regarding the total computation time and the robustness
after and before an attack with different attack length. The robustness yielded by the best attacking strategy is

highlighted in yellow color.
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Method Time (in s) 1 2 3 4 5

DFS1 0.27 59.321% - - - -

DFS2 3.37 59.321% 29.297% - - -

DFS3 106.03 59.321% 29.297% 11.840% - -

DFS4 1,134.35 59.321% 29.297% 11.840% 7.504% -

MCTS1000_1000 5.07 59.321% 29.297% 11.840% 7.504% 4.285%

MCTS10000_10000 57.08 59.321% 29.297% 11.840% 7.504% 4.285%

MCTS100000_100000 557.77 59.321% 29.297% 11.840% 7.504% 4.285%

degree 0.02 59.321% 43.938% 31.174% 17.832% 12.923%

betweenness 0.02 59.321% 43.938% 31.174% 17.832% 12.923%

closeness 0.02 81.985% 43.938% 31.174% 17.832% 12.923%

eigenvector 0.02 81.985% 43.938% 31.174% 21.988% 12.923%

infocentrality 0.03 81.985% 43.938% 31.174% 17.832% 12.923%

load 0.02 59.321% 43.938% 31.174% 17.832% 12.923%

degreeInteractive 0.02 59.321% 43.938% 31.174% 17.832% 12.923%

betweennessInteractive 0.03 59.321% 43.938% 29.868% 17.830% 5.150%

closenessInteractive 0.02 81.985% 43.938% 31.174% 17.832% 12.923%

eigenvectorInteractive 0.02 81.985% 43.938% 31.593% 21.988% 5.398%

infocentralityInteractive 0.06 81.985% 43.938% 31.174% 17.832% 5.151%

loadInteractive 0.03 59.321% 43.938% 29.868% 17.830% 5.150%

wdegree 0.01 59.321% 29.297% 11.840% 7.893% 5.398%

wbetweenness 0.02 99.993% 74.095% 41.848% 31.949% 22.858%

wcloseness 0.02 74.102% 74.095% 64.130% 61.888% 59.501%

weigenvector 0.01 59.321% 29.297% 11.840% 7.893% 5.398%

winfocentrality 0.02 59.321% 29.297% 11.840% 9.130% 5.398%

wload 0.02 99.993% 74.095% 41.848% 31.949% 22.858%

wdegreeInteractive 0.02 59.321% 29.297% 11.840% 7.504% 4.285%

wbetweennessInteractive 0.04 99.993% 82.012% 64.003% 31.255% 21.645%

wclosenessInteractive 0.04 74.102% 70.691% 70.684% 70.121% 70.112%

weigenvectorInteractive 0.02 59.321% 29.297% 11.840% 7.504% 5.056%

winfocentralityInteractive 0.06 59.321% 29.297% 11.840% 9.130% 4.900%

wloadInteractive 0.04 99.993% 82.012% 64.003% 31.255% 21.645%

degreeIL 0.01 59.321% 43.938% 31.593% 9.130% 5.398%

betweennessIL 0.02 81.985% 67.849% 29.868% 17.830% 12.921%

closenessIL 0.01 81.985% 61.209% 29.258% 9.130% 4.900%

eigenvectorIL 0.02 59.321% 46.341% 31.174% 21.988% 5.398%

infocentralityIL 0.02 81.985% 61.209% 31.593% 21.988% 5.398%

loadIL 0.02 81.985% 67.849% 29.868% 17.830% 12.921%

degreeInteractiveIL 0.02 59.321% 43.938% 31.593% 9.130% 5.398%

betweennessInteractiveIL 0.03 81.985% 43.938% 29.868% 17.830% 12.921%

closenessInteractiveIL 0.02 81.985% 61.209% 29.258% 9.130% 4.900%

eigenvectorInteractiveIL 0.02 59.321% 46.341% 31.174% 21.988% 5.398%

infocentralityInteractiveIL 0.09 81.985% 61.209% 31.593% 21.988% 5.398%

loadInteractiveIL 0.04 81.985% 43.938% 29.868% 17.830% 12.921%

wdegreeIL 0.02 59.321% 29.297% 11.840% 7.893% 5.398%

wbetweennessIL 0.02 98.893% 72.995% 72.989% 69.298% 66.944%

wclosenessIL 0.02 74.102% 74.095% 71.479% 70.372% 66.966%

weigenvectorIL 0.02 59.321% 29.297% 11.840% 7.893% 6.221%

winfocentralityIL 0.02 59.321% 29.297% 11.840% 7.893% 5.398%

wloadIL 0.02 98.893% 72.995% 72.989% 69.298% 66.944%

wdegreeInteractiveIL 0.02 59.321% 29.297% 11.840% 7.504% 4.285%

wbetweennessInteractiveIL 0.06 98.893% 96.531% 96.524% 70.634% 66.944%

wclosenessInteractiveIL 0.06 74.102% 74.095% 73.531% 70.915% 68.561%

weigenvectorInteractiveIL 0.02 59.321% 29.297% 11.840% 7.504% 5.056%

winfocentralityInteractiveIL 0.09 59.321% 29.297% 11.840% 7.504% 4.885%

wloadInteractiveIL 0.07 98.893% 96.531% 96.524% 70.634% 66.944%

DYNAMIC 0.59 59.321% 29.297% 11.840% 7.504% 4.285%

DYNAMICIL 0.71 59.321% 29.297% 11.840% 7.504% 4.285%
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Table 7. Comparison of selected attacks for Germany, regarding the total computation time and the robustness
after and before an attack with different attack length. The robustness yielded by the best attacking strategy is
highlighted in yellow color.
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